ACCESS TO

ADVANCED .

ICT
INFRASTRUCTURES




52



Neal Lane

Assistant to the President for Science and Technology, Director, Office of Science and Technology Policy
Washington, DC

March 1, 2000

Mr. Chairman and Members of the Subcommittee, thank you for this opportunity to testify about the impor-
tant research and development investments proposed by S.2046, the Next Generation Internet (NGI) 2000
Act. These investments are a vital portion of the Administration’s information technology (IT) research port-
folio that strengthens and expands the important Federal networking research authorized, thanks to your
sponsorship, by the NGI Act of 1998.

The Administration has been very encouraged by the active bipartisan support which both chambers
of Congress have provided for efforts to strengthen our nation’s investments in information technology
research and development and we look forward to continued support for the exciting new work proposed in
the administration’s proposed FY2001 budget. Here in the Senate, your leadership, Mr. Chairman and that of
the members of the Subcommittee, has been especially instrumental in helping your colleagues recognize
that the advances in information technology which are so vital to the overall success of our nation's scien-
tific and technical expertise, as well as to its economic prosperity, require a foundation of wise, sustained
Federal research investments.

We are enjoying a time of unprecedented possibilities and prosperity, built on advances in science
and technology enabled by Federal support for R&D. Creative businesses have translated the results of Fed-
erally funded advanced research into innovative products and services enjoyed today. This innovation has
improved our quality of life, strengthened our national security, and unleashed an extraordinary era of post-
war economic growth. Many of America's industries are now the most competitive and technologically
advanced in the world. The Federal government has had an important role in sharpening our high-tech edge.
Through policies such as investing in education, encouraging private-public partnerships, and limiting requ-
lation of the Internet, the Administration has enhanced opportunities for scientific discovery and allowed
innovation to flourish. Most importantly, as the President noted in his February 24 remarks to the Granoff
Forum at the University of Pennsylvania, this Administration has worked to accelerate R&D at every level —
pushing for an extension of the Research and Experimentation tax credit and increasing our national science

and technology budget every single year over the last seven years.
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The Nation Benefits

__from Federal IT R&D Investments

The case for sustained and adequate Federal investments in R&D is made most dramatically in the informa-
tion technology sector. The President’s Information Technology Advisory Committee (PITAC) notes that
‘that the technical advances that led to today’'s information tools, such as electronic computers and the
Internet, began with Federal Government support of research in partnership with industry and universities.
These innovations depended on patient investment in fundamental and applied research.’ The PITAC empha-
sizes, however, that continued Federal investment is essential to maintain this momentum. In their February
1999 report to the President, Information Technology Research: Investing in Our Future, the PITAC called
for doubling Federal IT R&D investments over five years and expanding the existing coordinated interagency
research programs to achieve a more balanced research portfolio. The Administration responded to the
PITAC's proposals in FY 2000 with a major increase in IT research funding through the Information Technol-
ogy for the Twenty-First Century initiative. We continue to build on the PITAC's recommendations with the
programs recommended in the President’s FY 2001 budget.

Although the dividends that our nation has reaped from past Federal investments in computing and
communications research are well recorded, they are worth repeating. Federal support of IT R&D, leveraged
by industry and academia, has led to technical advances which today are transforming our society and driv-
ing economic growth and the creation of new wealth. New computing, networking, and communications tools
allow Americans to shop, do homework, and get health care advice online, and enable businesses of all sizes
to join the international economy. Since 1995, more than a third of all U.S. economic growth has resulted
from IT enterprises, and during the past decade, more than 40 percent of U.S. investment in new equipment
has been in computing devices and information appliances. The IT sector is growing at double the rate of the
overall economy and will soon account for 10% of the economy. Companies doing business on the Internet
had an average market capitalization of $18 billion in 1999, more than 30 times the average market cap for
all companies listed on the NASDAQ.

As computers, high-speed communication systems, and computer software become more powerful
and more useful, IT penetrates deeper into our home, work, and education environments. Nearly half of all
American households now use the Internet, with more than 700 new households being connected every
hour. More than half of U.S. classrooms are connected to the Internet today, compared to less than three per-
cent in 1993. In 1993, only a few technical organizations knew what an address like http://www.senate.gov

meant, and today, there are nearly 13 million registered addresses. Today, more than 13 million Americans
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hold IT-related jobs, which are being added six times faster than the rate of overall job growth. Over 800,000 @ 55
jobs were created by IT companies in the past year alone.

This astonishing progress has been built on a foundation of Federal agency investments in research
conducted in universities, Federal research facilities, and partnerships with private firms. The Federal HPCC
Program met its 1996 goals of demonstrating computers that perform a trillion operations per second and
communication networks that transmit a billion bits per second. The Next Generation Internet initiative has
exceeded its year 2000 goals by connecting more than 170 universities and other research centers at rates
100 times faster than those available when the project began and more than 15 institutions at rates 1,000
times faster. Such ultra-high-speed networks provide desktop-to-desktop connections nearly 20 million

times faster than typical Internet connections to home computers.

_The President’'s FY2001 IT R&D Budget

The President’s FY 2001 budget reports all aspects of IT research — the base HPCC programs (including Next
Generation Internet) and the new activities established by last year’s Information Technology for the
Twenty-First Century initiative — in a single integrated IT R&D program. The President is requesting $2.315
billion for IT R&D, $594 million more than last year's appropriations and a billion dollars more than the FY
1999 appropriation. The largest increases above FY 2000 funding are proposed for the National Science
Foundation, which is leading the interagency effort (+$223M), the Department of Energy (+$150M), the
Department of Defense (+$115M), the National Aeronautics and Space Administration (+$56M), and the
Department of Health and Human Services (+$42M).

Agencies will continue to support the basic goals established in last year's initiative, focusing on funda-
mental research in software; development of information systems that ensure privacy and security of data
and allow people to get information they want, when they want it, in forms that are easy to use; support for
continued advances in high-speed computing and communications, including work needed to ensure that raw
speed translates into usable speed; and work to understand the social, economic, and other impacts of IT
with emphasis on ensuring that all Americans will benefit from these technologies. The U.S. research com-
munity responded to last year's call for research ideas with a flood of creative new proposals, a demand
which far exceeded the supply of new funding in agencies such as NSF and DOD. As a result, with FY 2000

funding, NSF will start 25 small research centers and five larger centers.
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A crucial element 1is
the continuing trend
towards faster and
cheaper computers-

As in previous years, the proposed IT research portfolio is based on coordinated, interagency investments
which leverage expertise across agencies to give the best returns on those investments, both financial and
technical. FY 2001 IT R&D priority areas include:

TEAMS TO EXPLOIT ADVANCES IN COMPUTING Expanded activities by NSF, DOE, NIH, NASA, and
NOAA will support new partnerships where information scientists, mathematicians, and experts in areas
such as medical research, weather modeling, and astronomy can work together to build tools for solving the
Nation's most pressing information problems. These partnerships will advance information science and lead
to research breakthroughs in application areas.

INFRASTRUCTURE FOR ADVANCED COMPUTATIONAL MODELING AND SIMULATION In FY 2001,
NSF plans to establish a second terascale (five trillion operations per second) computing facility to support
the civilian research community.

STORING, MANAGING, AND PRESERVING DATA Current networks and data storage systems are
straining to support vast amounts of information. NASA's new earth observing satellite will generate data
equivalent to three times the information in the Library of Congress every year. Research will include devel-
oping devices capable of storing a years output of such systems in devices the size of PC hard disks; search-
ing data in a variety of formats including pictures, video, audio; and developing improved ways of filtering
information, data mining, and tracking lineage and quality of information.

MANAGING AND ENSURING THE SECURITY AND PRIVACY OF INFORMATION  Research will focus on
systems that can ensure privacy and security without compromising speed and ease of use. DOE, for exam-
ple, recently developed a prototype chip that can encrypt 6.7 billion bits per second. Work will accelerate in
network protection and advanced encryption.

UBIQUITOUS COMPUTING AND WIRELESS NETWORKS  This research will ensure that mobile and wire-
less systems can be integral parts of the Internet. These inventions will permit devices embedded in equip-
ment, vehicles, portable or wearable devices such as medical monitoring equipment, and even kitchen appli-
ances to identify themselves to networks automatically and operate with appropriate levels of privacy and
security.

INTELLIGENT MACHINES AND NETWORKS OF ROBOTS Fundamental research in robots will help rev-
olutionize our work and our lives - from earthmoving devices in hazardous environments to devices that fit
inside blood vessels and help operating room surgeons to simple household robots. For example, NASA
needs space probes that are smart, adaptable, curious, self-sufficient in unpredictable environments, and

capable of operating in groups.
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FUTURE GENERATIONS OF COMPUTERS New paradigms will use advances in quantum computation | 57
and molecular and nano-electronics to devise radically faster computers to solve problems previously
described as ‘uncomputable,’ such as full-scale simulations of our biosphere or surgical simulations. Viewing
cells as computational devices will help enable the design of next generation computers that feature self
organization, self repair, and adaptive characteristics that we see in biological systems.

MORE RELIABLE SOFTWARE Software bugs and glitches continue to shut down airports, delay product
shipment dates, and crash 911 emergency systems. Methods to design and test software need to be as pro-
ductive and predictable as tools used to design and test aircraft and bridges.

BROADBAND OPTICAL NETWORKS DOD researchers have shown that optical networking can provide
1,000 times faster network backbone speeds. Improvements in optical switching and development of all-opti-
cal end-user access technologies will let users take full advantage of these speeds.

EDUCATE AND TRAIN A NEW GENERATION OF RESEARCHERS New investments will fund more
researchers, who are critical to increasing both IT research and teaching, and support major research cen-
ters. Programs such as the teams to exploit advances in computing will provide opportunities to educate and

train a new generation of researchers whose skills cross-disciplinary boundaries.

The research priorities addressing network capabilities fall under the Large Scale Networking (LSN) R&D
component of the coordinated, interagency IT R&D programs. Our ability to fully capture the future benefits

of IT depends on learning how to build and use large, complex, highly-reliable and secure systems. The Pres-
ident's FY2001 budget proposes $334 million for LSN R&D, which includes:

o the LSN base programs in traditional networking research to support agency mission requirements
o the Next Generation Internet (NGI) initiative, and
o research in Scalable Information Infrastructure (SllI)

LSN base programs explore long range fundamental networking research issues and transition developing
LSN products into tools to support agency missions. Continuing the Federally-supported R&D responsible
for the core technologies that made the Internet and Internet applications possible, LSN focuses on tech-
nologies needed by the Federal agencies, infrastructure to support agency networking, and networking
applications development.

Since its inception in 1998, the Next Generation Internet (NGI) initiative has been a primary focus of
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LSN, building on the LSN base programs to provide the networking research, testbeds, and applications
needed to assure the scalability, reliability, and services required by the Internet over the next decade. The
program has provided fast network testbed connections to 170 universities and other facilities, exceeding
program goals for connecting 100 sites. It is now focused on two goals: providing revolutionary networking
capable of operation a speeds a thousand times faster than typical systems operating when the program
began, and providing key functionality for high speed networks including reliability, scalability, security, an
ability to multicast, an ability to gracefully accommodate mobile wireless users and other users that may
enter and leave the system, and other requirements of complex modern networks.

Scalable Information Infrastructure (Sll) is the newest component of LSN. It was developed in
response to PITAC recommendations for an expanded Federal role in networking R&D that includes interop-
erability and usability. The Sll research goal is to develop tools and techniques that enable the Internet to
grow (scale) while transparently supporting user demands. An integral part of LSN, SIl R&D complements
the LSN and NGl efforts. Sll research will focus on deeply networked systems: anytime, anywhere connectiv-

ity; and network modeling and simulation.

~ Next Generation Internet 2000 Act

The Administration believes that the support for the LSN component of the coordinated, interagency IT R&D
programs indicated in S.2046, the Next Generation Internet (NGI) 2000 Act is an important first step
towards meeting our national needs for IT research. Fast, reliable, ubiquitous networks provide the lifeblood
for a 21t century economy. They are essential for the conduct of business providing tools that can tie even
the smallest businesses into international production and sales networks and let businesses of all sizes
speed the rate they develop, test, produce, and market goods and services worldwide. Modern information
networks are becoming essential elements of education and training, critical for providing safe air and high-
way transportation, and central for strategies aimed at boosting national productivity while minimizing the
impact of economic activity on the natural environment. Fast, flexible, easily reconfigured networks are
essential tools for our nation's military at peace, at war, and in the multiple peacekeeping and other tasks
they are asked to provide. This is clearly a vital element of our national IT research portfolio, and the Admin-
istration welcomes the Subcommittee's support in gaining funding for this important research.

We feel strongly, however, that networking research must be conducted as an integral part of a pro-

gram providing balanced investment in advanced software, high-end computing, high confidence systems,

ACCESS TO ADVANCED ICT INFRASTRUCTURES



human-machine interface issues, and applications research which draw on innovations in both information
science and research teams in areas such as advanced materials, climate and weather modeling, or astro-
physics, as well as research into the social, legal, ethical and other issues raised by advances in information
technology. This approach is consistent with the PITAC's directive to strengthen our Federal IT research pro-
grams by providing adequate funding for a complete and balanced IT research portfolio. We commend the
Subcommittee for acknowledging in Section 3(1) of the bill the importance of supporting other IT research
carried out by our Federal IT R&D programs. The language of the bill indicates, somewhat confusingly, that
these activities should be authorized through the Next Generation Internet Program and the Large Scale
Networking Program. However, the other elements of the Federal IT R&D program are complementary to, not
subordinate to, the networking research authorized by the bill.

Networking research must be tied closely to research on the computers, the software, and the appli-
cations that drive them. Many of the most intractable problems in network research involve management of
networks which may connect millions or even billions of nodes, providing high security and privacy at low
cost in dollars or communication speed, and building systems which do not fail catastrophically when faced
with component failures or hostile intrusion. All of these areas require close collaboration with researchers
working software, the next generation of computers, and other parts of the information technology research
program supported in our budget.

The President’'s FY2001 IT R&D budget presents all IT research, along with networking research, in a
balanced R&D portfolio, as recommended by the PITAC. We hope that the Senate will support authorization
for the entire range of information technology research as proposed by the President’s budget and in accord
with the PITAC's recommendations.

We were pleased to see the Committee’s interest in providing the resources of information technolo-
gies to minority -serving institutions, rural communities and other underserved areas and groups. As you
know, the Administration is seriously concerned about the nation’s digital divide and its impact on the ability
of these institutions to participate in our research enterprise. However, we believe that the bill is too pre-
scriptive in providing resources for research on infrastructure for rural, minority and small colleges. Pro-
grams such as EPSCOR and the Minority Institutions Infrastructure already provide mechanisms through
which these issues can be addressed. Also, starting with its new FY 2000 funding for IT R&D, the NSF has
called on proposers to explore linkages with other institutions including HBCUs, Hispanic institutions,
EPSCOR states and others to broaden the participation in the program. This strateqgy is used in many other
ITR&D programs and links traditionally strong majority institutions with the strengths at HBCUs. We are con-

cerned that specific set-asides provided through the legislation may not be the most efficient and produc-
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tive way to provide greater opportunities for these institutions. We would like to work with the Committee to
ensure that existing programs are strengthened to permit fuller greater participation in Federally-funded IT
research and access to IT R&D resources.

We note that section 7 of the bill directs the National Academy of Sciences to conduct a digital divide
study. The Administration believes this requirement should be deleted from the bill because it duplicates
efforts already underway at the Department of Commerce. Commerce's National Telecommunications and
Information Administration published the first ‘digital divide' study in 1995. Its most recent study, ‘Falling
Through the Net: Defining the Digital Divide' (July 1999), has become the leading source of critical infor-
mation on Internet access and computer usage. The NTIA study uses data collected by Commerce's Bureau
of Census. The President’s 2001 budget includes funding to permit NTIA to make this an annual study.

Many of the funding levels authorized by S.2046, as introduced on February 9, are consistent with
those proposed for the LSN R&D programs in the President’'s FY2001 budget. One exception is that the pro-
posed legislation does not appear to authorize funding for the National Oceanic and Atmospheric Admini-
stration (NOAA). NOAA is a long-time participant in the Federal LSN programs, including the Global Ocean
Interactive Network (GOIN) demonstration project in March 1999 which linked U.S. ocean researchers with
partners in Japan. Using links supplied by NASA, DoD, and NSF, NOAA's Pacific Marine Environmental Labo-
ratory (PMEL) demonstrated the first NOAA applications over the NGI, including Ocean Share, a colla-
borative environment for oceanographic research, and 3-D tools using VRML to demonstrate the evolution
of El Nifo, fisheries larval drift, and fur seal feeding trips. Further research will include exploring methods of
using advanced networks for aggregating the vast quantities of data from NOAA's satellite and radar
weather sensors and multicasting the data to the nation's research community for the development of
improved weather forecasting, developing tools to enhance collaboration among atmospheric scientists and
oceanographers over the NGI, and increasing the robustness, security, and flexibility of networks for envi-
ronmental research. We hope that the Subcommittee will modify its proposal to authorize funding for NOAA,
as outlined in the President’'s budget.

Finally, although it received separate authorization in the NGI Act of 1998, the work on the Next Gen-
eration Internet initiative has always been an integral part of ongoing work in the Large Scale Networking
component of the coordinated, interagency IT R&D program. This year, as noted above, LSN includes not only
the base programs and NGI, but also expanded research in Scalable Information Infrastructure research. It
appears that all of these elements, which are combined in the LSN R&D portion of the overall IT R&D pro-
gram we plan to undertake, are authorized by S.2046. The Administration clearly prefers that the Commit-

tee take a more comprehensive approach to authorizing IT research. While the Committee takes this sug-
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gestion under advisement, we would urge you to refer to the programs authorized by the current proposed
legislation as Large Scale Networking, rather than by the name of one of the program subcomponents (NGI).
| hope that we can work with the committee to make these modifications and resolve any other

issues during the weeks ahead.

Conclusion

61

We thank the Subcommittee for its continued support of these vital research programs, first through the NGI
Act of 1998 and now with the proposed NGI 2000 Act. These investments are an essential part of a larger,
balanced portfolio of research developed according to the PITAC's directives for adequately funding our Fed-
eral IT research programs. The strong bipartisan support generated by these and complementary proposals
allow us to invest in America’'s future and ensure its continued prosperity. We hope that we can work with the
Committee to support the entire IT research portfolio proposed by the President. We believe strongly that
this program provides a balanced program of research essential to the nation’s prosperity and its ability to
secure public benefits ranging from national security to environmental protection. | look forward to working

with the Committee on these issues in the weeks ahead.

1 This text is online available at www.ccic.gov/legistation_testimony/it_march_lane.html.
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Dr. Rita R. Colwell
Director, National Science Foundation, Arlington, VA
March 1, 2000

Introduction

Mr. Chairman, members of the subcommittee, thank you for allowing me the opportunity to testify on the
National Science Foundation's role in fostering the next stages of the information revolution. | am pleased to
be here today. This is a topic of utmost importance for the future of our nation's economy and the well-being
of our fellow citizens. A healthy, long-term federal investment in high speed networking and information
technology overall is critical if the United States is to remain a world leader - not only in science and engi-

neering - but in our economy, national security, health care, education and overall quality of life.

My prepared remarks today will include a short history of NSF's support for cutting edge concepts in high-
speed networking and their transfer to the private sector along with a brief discussion of the following

topics:

o NSF's participation in the multi-disciplinary Federal Information Technology Research and Devel-
opment Initiative (IT R&D) for which NSF is the lead agency;

o NSF's participation in the Next Generation Internet Program - an integral component of the IT R&D
initiative - our cooperation with private industry through the rich transfer of new ideas to the private sector,
our cooperation with the other NGI agencies;

o NSF's efforts to promote connectivity and access for all, including our efforts to improve connectiv-
ity for rural and minority-serving institutions and our strong support for cutting-edge education activities
designed to ensure that our citizens will have the scientific, mathematical, engineering, and technological

expertise needed to excel in tomorrow's knowledge-based economy.



_ A Record of Accomplishment
Mr. Chairman, this subcommittee has long been a strong, bipartisan supporter of the federal investment in IT
R&D. In the early 1980's, this subcommittee strongly encouraged NSF to invest in high-performance com-
puting resources for the nation’s academic scientists and engineers. The subcommittee also was a leader in
the enactment of the High Performance Computing Act of 1991. This leadership continued with the passage
of the bipartisan Next Generation Internet Act of 1998. With this backing from the subcommittee and the
entire Congress, NSF has continued to support some of the most successful and innovative computer-com-
munications concepts and technologies at their earliest, most experimental stages. NSF funded university-
based supercomputer centers in the mid-1980's to provide academic scientists and engineers with access to
state-of-the-art computing power. To facilitate access to the centers, NSF began a parallel effort in network-
ing. It built on fundamental investments by DARPA in a more restricted environment, and resulted in the for-
mation of the national NSFNET backbone network and regional networks connecting university students and
faculty to the supercomputing centers. In a very brief period of time, NSFNET and the regional networks
began performing important communication and information access functions in addition to supercomputer

center access. Through this development and its subsequent privatization, the Internet industry was born.

Mr. Chairman, the story of NSF's longstanding support for backbone networks is now well known but it is only
one example of how fundamental IT investments by NSF and other agencies have paid huge dividends for the
nation. Support of fundamental networking research has received less publicity but is equally important to
the future of information science and technology. For example, it was David Mills, an NSF grantee at the Uni-
versity of Delaware, who made it possible to have one Internet as opposed to a Tower of Babel of competing
electronic networks. Mills developed the first widely-used Internet routers — the gateways and switches that
guide the bits and bytes of data around the globe at the speed of light. That's why many people say NSF put
the ‘inter’ in Internet. Today CISCO Systems - the premier maker of Internet router technology - now has a

market capitalization of $454 billion dollars.

ACCESS TO ADVANCED ICT INFRASTRUCTURES



__Knowledge Transfer = &
__Not Just Technology Transfer

Innovations like the Internet router only occurred through sustained, long-term federal investments in infor-
mation science and engineering by many agencies. One might think that these past successes assure us of
an equally bright future. Unfortunately, in a fast paced, technologically-rooted information age, the worst
thing we could do is rest on our laurels. The key point is that the IT R&D conducted by private industry - be
it performed by large or small firms - is now primarily near-term and product-focused. There are many rea-
sons for this trend. With increased global competition, increasingly rapid product cycling and high expecta-
tions from shareholders, IT industry managers tend to focus on activities that maximize short-term payoffs.
Market pressures are often too great and technology changes too rapid to allow for major investments with
a long-term perspective. When the subject of technology transfer is brought up, there is one aspect of the
impact of basic research that is often overlooked - the role of NSF's investments in people. NSF's Engineer-
ing Directorate recently sponsored a set of studies on today's leading technologies: areas like cell phones,
fiber optics, and computer assisted design. It's well known that the great majority of the seminal work in

these areas was performed by private industry—at labs like Corning, AT&T, and Motorola.

Does that mean that NSF had no role? Hardly. When you go back and look at the work, a clear pattern
emerges. Scientists and engineers who went to graduate school on NSF fellowships and research assistant-
ships often brought the key insights to industry. In a number of cases, they became the entrepreneurs who
created new firms and markets. To quote from the study - ‘NSF emerges consistently as a major - often the
major, source of support for education and training of the Ph.D. scientists and engineers who went on to
make major contributions....’ It is this transfer of people - the highly trained scientists and engineers sup-
ported by NSF and other agencies - that is making a tremendous impact on our knowledge-based economy.
The NGI program is a tremendous success in this regard. In a preliminary review of the NGI program, the
President's Information Technology Advisory Committee (PITAC) found that numerous NGI-funded scien-
tists, engineers and students - first funded at universities - have gone on in just a few short years to found

start-up companies with an estimated market capitalization of over $27 billion.
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_Information Technology Research (ITR)

The impact of information technology on our society has been much wider and much more pervasive than
anyone could have anticipated just a few years ago. Advances in computing, communications, and the col-
lection, digitization and processing of information have altered the everyday lives of all our citizens. There is
no question that as Internet growth has gone through the roof, IT has become the essential fuel for the
nation’s economic engine. Even the ever-cautious Fed Chairman Alan Greenspan has pointed to innovations
in IT as the driving force behind our strong economic growth. The numbers speak for themselves. As Neal
Lane has mentioned, more than a third of our economic growth in the past five years has resulted from In-
formation Technology. IT investments have spurred an enormous upswing in worker productivity that has

fueled the current economic boom. The challenge now is to sustain this record of success.

Last year, the PITAC concluded that federal support for long-term research on information technology has
been ‘dangerously inadequate.’ In its words ‘support in most critical areas has been flat or declining for
nearly a decade, while the importance of IT to our economy has increased dramatically.’ This has led to the
government-wide initiative in Information Technology R&D for which NSF is the lead agency. The Information
Technology Research Initiative at NSF will emphasize research and education on a broad range of topics.
Focus areas include:

. Advancing computer system architecture; research on software, hardware, system architectures,
operating systems, programming languages, communication networks, as well as systems that acquire,
store, process, transmit, and display information.

. Improving information storage and retrieval; research on how we can best use the vast amount of
information that has been digitized and stored.

o Connectivity and access for all; research that aims to overcome the digital divide separating the
information ‘haves’ from the ‘have-nots' and research on inequality of access to and use of computing and
communications technology.

o Scalable Networks of Embedded Systems; As the scale of integration of systems that may be
achieved continues to grow, systems must be designed with both hardware and software aspects treated
from a unified point of view.

o Novel approaches; new models of computation and physical processes such as molecular, DNA and
guantum computing. These efforts are deeply anchored in the mathematical and physical sciences and the

biosciences.
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Through our part of the multiagency IT R&D program, the Information Technology Research (ITR) initiative,

NSF will seek to strengthen Education in IT, including:

o programs that provide scholarships, fellowships and traineeships;

o improved undergraduate research participation;

o encouragement of graduate students to participate in K-12 education and develop new curriculum;
and

o research aimed at understanding the causes of underrepresentation of various segments of society

in the workforce.

NSF will also increase research on Applications of IT across fields of science and engineering. This will also
be a critical component of the ITR initiative. This includes simulation to tackle research problems across the

frontiers of science and engineering. Important networking applications include:

o Collaboration Technologies
o Digital Libraries

o Distributed Computing

o Remote Operations and

o Security and Privacy issues.

Finally through the ITR Initiative, NSF will increase it's support for Infrastructure including the Next Genera-
tion Internet Program. Support for infrastructure will include:

o computing facilities ranging from single workstations to clusters of workstations to supercomputers
of various sizes and capabilities;

o large databases and digital libraries, the broadband networking,data mining and database tools for
accessing them;

o appropriate bandwidth connectivity to facilitate interactive communication and collaboration and
software to enable easy and efficient utilization of networked resources; and

o networks of large and small physical devices.
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~ NGI Connections at NSF:
A Tremendous Success

Mr. Chairman, the NGI program has been a great success. Enabled by fundamental advances in optical net-
working under supported by DARPA and NSF, the number of very high performance networks has increased
and the available bandwidth for research and education has had phenomenal growth. A diverse array of US
universities in all 50 states now have high-speed connectivity thanks to NGl investments. In fact, many more
institutions than originally anticipated now have high-speed access thanks to the program. Connectivity to

Alaska and Hawaii has improved dramatically as well.

NSF's original goal under the NGI program was to connect 100 universities using the vBNS network and the
Internet2 Coalition's Abilene network. Today NSF is excited that over 170 university connection awards have
now been made. This includes over 40 universities in EPSCoR states - nearly one-quarter of the total. This
increase in connectivity has resulted in interest in high performance networking in both academia and indus-
try. It has had enormous impact on the knowledge transfer | mentioned earlier. Having so many more scien-
tists, engineers and students from across the nation involved in high-speed networking activities has dra-
matically increased the available talent pool for industry. Universities form a rich, fertile proving ground for
new network ideas and concepts that can be quickly transferred to the private sector. Without consistent

federal funding, such a well-spring of ideas could run dry.

What's Next for NGI:
~The Next-Next Generation Internet

In marking our 50th anniversary, we are celebrating vision and foresight. The recently retired hockey-great,
Wayne Gretzky, used to say, 'l skate to where the puck is going, not to where it's been." Mr. Chairman, at NSF,
we try to fund where the fields are going, not to where they've been. We have a strong record across all fields
of science and engineering for choosing to fund insightful proposals and visionary investigators. It is our job
to keep all fields of science and engineering focused on the furthest frontier. Our task is to recognize and
nurture emerging fields, and to support the work of those with the most insightful reach. And, we prepare

future generations of scientific talent.
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In this tradition, NSF is looking at new directions for the NGI program. One trend is clear: high-speed fiber = 69
backbone networks are rich seed beds for new capabilities. Now that connectivity has been dramatically
increased, new fundamental research problems must be tackled. In today's networked world, dramatic
increases in backbone speed do not automatically translate into dramatic increases in performance. Many of

these problems will not be easily solved without new, novel approaches.

Today, achieving high performance from end user to end user - the so called Broadband Last Mile Problem -
remains difficult. Some commentators have remarked that the current situation is like having a four-lane
highways beginning and ending with dirt roads. To increase backbone speed, efficiency and stability, we will
need fundamental research into new middleware network service capabilities. This includes research in user
authentication and verification, distributed computing services, and distributed storage services. Also, NSF
will support research dealing with satellite and other wireless technology to help reach into areas where
wireline and fiber are not possible or practical. We will also need research into new optical access technolo-
gies. In the future optical backbones will use more and more optical routing. Research is needed to discover
how to appropriately extend the reach of these technologies. This will correspondingly extend the reach of
networks and ensure that institutions not now taking advantage of high performance networking have the

opportunity to do so.

Bridaing the Digital Divid

This brings me to my last point. Today we find ourselves on a precipice - looking down into that worrisome
gap known as the digital divide. We are all here today because we believe in the power of information tech-
nology to bring about the most democratic revolution in literacy and numeracy the world has ever known. We
also know that if we're not careful, this same power could be economically divisive. We imagine universal
connectedness, with talk of ‘tetherless networks' that anyone could tap into anytime, anywhere. But we
could also broaden the gap between the information rich and the information bereft. In our own nation, soci-
ologists have identified groups whose access to telephones, computers, and the Internet lag far behind the

national averages.

These information gaps appear among nations as well. Most of those who live in the Third World have never

used a telephone. Our worldwide web is a thinly stretched one. Less than two percent of the world is actually
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on the web. If we subtract the United States and Canada, it's less than one percent. The report by the Presi-
dent's Information Technology Advisory Committee (PITAC) spells out some of these gaps. ‘For instance,
says the committee, ‘whites are more likely than African-Americans to have Internet access' at home or
work. ‘We expect there are similar gaps with other minority groups, such as Hispanics and Native Americans.
Recent research ... suggests that the racial gap in Internet use is increasing.’ In September 1999 NSF made
a four-year $6 million award to EDUCAUSE to help minority-serving institutions develop campus infrastruc-
ture and national connections. The award addresses Hispanic, Native American, and Historically Black Col-

leges and Universities. The scope includes:

o Executive awareness, vision, and planning

. Remote technical support centers

U Local network planning

o Local consulting and training

. Satellite/wireless pilot projects

. New network technologies: Prototype installations
o Grid applications

Conclusion

To conclude Mr. Chairman, let me again thank you for holding this hearing so that we may exchange views on
the future direction of this important area. Let me also restate NSF's willingness to work with you, the sub-
committee and the full committee to ensure a robust federal IT investment including the NGI program. The
PITAC report has raised important concerns over our lack of federal investment in fundamental IT research
and we at NSF are responding to the challenge. We look forward to extending the federal IT partnership to

help ensure U.S. world leadership in IT.

Thank you.

1 This testimony is online available at www.ccic.gov/legislation_testimony/it_march_colwell.ntml.
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1.1 Networking of centres of excellence and creation of virtual centres World class cen-

tres of excellence exist in practically all areas and disciplines in Europe. Their exact specialities, however, are
not always sufficiently well known outside the frontiers of the country in which they are established, espe-
cially by companies, which could usefully join forces with them. One of the criteria generally used to define

the centres of excellence is their capacity to produce knowledge that can be used for industrial purposes.

Many problems of basic and applied research also need both a critical mass of financial and human resources

and the combination of complementary expertise from specialists in other domains.

Mapping of European centres of excellence would make for a better transparency in this area. A very high
level of performance could also be achieved by the networking of specialist centres throughout the countries
of the Union. The forms of teleworking which electronic networks permit make it possible to create real 'vir-

tual centres of excellence’, in particular multidisciplinary and involving universities and companies.

To promote excellence, however, it is also necessary to ensure a sufficient level of competition between
private and public research operators. Schemes to finance centres of excellence on the basis of competition
have been put in place in several Member States. This formula could be applied to the European level, with
collaboration between the Commission and the Member States.

1.2 Defining a European approach to research infrastructures Research infrastructures
play a central role in the progress and application of knowledge in Europe. Radiation sources, computer cen-
tres and databases on molecular biology, for example, are operated increasingly by research teams from the
public and private sectors. Facilities of this kind exist in all the Member States. Construction costs are high,
often beyond the capacities of a single country, as are operating costs. And their potential is not always max-

imised.

Large-scale infrastructures have been constructed and are now being operated at European level. Further-

more, assessment of the need for new facilities is often made in a bilateral or multilateral framework. For
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its part, the European Union, has, for several years, been operating a programme of support for research
infrastructures. So far measures within this framework have been restricted to providing support for trans-
national access to facilities, for the development of new instruments and equipment and for coopera-
tion projects designed to improve the interoperability of installations and the complementarity of their

activities.

What should be done now is to go a step further and develop a European approach to infrastructures, cover-
ing both the creation of new installations, the functioning of existing ones and access to them. An analysis of
responsibilities (notably financial) on these three fronts should be made and plans to combine measures and
means defined. Following on from the work carried out by the European Science Foundation (ESF) and the
OECD, an accurate assessment should also be made of the needs to be covered at European level (including

joint services).

A conference on the subject of research facilities in Europe will be organised in Strasbourg in the second half
of the year 2000 by the Commission in conjunction with the European Science Foundation. This could pro-
vide the occasion for putting in place a framework in which to discuss these issues.

1.3 Better use of the potential offered by electronic networks Electronic networks open up
every new possibility of work to researchers: virtual laboratories; remote operation of instruments;
guasi-unlimited access to complex databases. Created for the use of the scientific community, the Internet
has also become the medium for multiple information and communication activities and has given rise to
spectacular commercial developments. The World Wide Web, which was developed by a CERN researcher to

cover the needs of physicists, is now used by tens of millions of people.

To meet the particular needs of research, which are constantly on the increase, specific networks are neces-
sary. In the United States, broadband, high-speed facilities are now available to researchers, especially at
universities. The recent Internet-2 and Next Generation Internet (NGI) initiatives launched in partnership by
the scientific community, the public authorities and the private sector in the United States should increase

these capacities even further.

To reduce the disparities in Europe in this area the Union is supporting an interconnection project of national

telematics networks at progressively larger capacity levels: 34 Mbits/s, 155 Mbits/s now, and soon 622
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Mbits/s, the ultimate objective being to achieve the order of magnitude of Gbits/s, at which some connec- | 73

tions already operate in the United States.

To help Europe catch up quicker where electronic networks are concerned, the Commission proposed an e-
Europe initiative at the Helsinki Summit, which sets ambitious objectives in terms in particular of intercon-
nection at European level. It is accompanied by a timetable through to 2005. One of the aims is to promote

maximum use of these networks by the community of researchers.

To increase the productivity of European research while helping to structure collaboration on a continental
scale action will have to be taken in this context to encourage the use of electronic networks in the various
fields of research in European as well as national research programmes: development of databases and
access to advanced Internet services; promotion of the production of multimedia content and interactive
uses; support for new forms of electronic collaboration of researchers ahead of the emergence of real ‘vir-

tual research institutes'.

At the same time it will be necessary to encourage researcher awareness-building and training campaigns
at national and European levels on the possibilities created by information technologies and communica-

tions.

2 __More coherent use of public instruments

and resources

2.1 More co-ordinated implementation of national and European research programmes

Although they are often substantially funded, national research programmes are carried out largely inde-
pendently of one another. This situation prevents the full benefit from being drawn from the material and
human resources deployed. Research programmes in the Union exercise a certain co-ordinating effect on
research activities in Europe. But this effect differs from one area to another. It is institutionalised in the
case of fusion (which is covered by an integrated programme). It has an effect de facto in other areas, espe-
cially where there were still no structured programmes at national level when the action at European level

was set in motion or in very specialist areas where there is not yet much expertise in Europe. The pro-
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grammes of the Union should also have this impact more readily in areas where there is already appreciable

integration of industrial efforts, like in aeronautics.

It would be right to go further in this direction by way of other mechanisms. The senior officials of the
national research authorities in the Member States have decided to recommend the adoption of the princi-
ple of reciprocal opening-up of national programmes. The requisite measures will have to be taken to guar-
antee practical application. Mechanisms of reciprocal information and a global information system on the
objectives and content of programmes plus the conditions for eligibility and participation should be put in

place. This might also be extended to include applicant countries.

Convincing evaluation projects of national research activities by international panels made up largely of
experts from the European countries have been completed in recent years in several countries, in Portugal

and Germany, for example. Initiatives of this kind have to be encouraged.

In this area the Commission can play the role of initiator and catalyst by providing the Member States with
the logistical means and legal instruments best suited to co-ordinating research activities undertaken in

Europe.

2.2 Closer relations between scientific and technological cooperation organisations in

Europe Over the last twenty to thirty years or so, alongside the European research programmes (and

even before them), a series of organisations for European scientific and technological co-operation have
been created in an intergovernmental framework) (ESF, ESA, EMBO, EMBL, CERN, ESO, ESRF, ILL, EUREKA,
COST).2

Co-operation has developed between them and with the research programmes of the Union essentially on a
bilateral basis (co-operation between the Union and EUREKA, ESA and ESF in particular).

These organisations play an important role on Europe’s science and technology scene. They are now facing
common problems (financing, integration of researchers from central and eastern European countries, dia-
logue with the United States). It would be useful to provide them with a framework in which they could dis-
cuss their respective roles on the European scientific and technological scene and their relations between

one another and with the Union.
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Priority must be given to establishing the conditions for political consultation between these organisations. | 75
This could be achieved by way of a council of their senior officials meeting at reqular intervals. This would

also give Europeans and outside observers a more coherent image of the Europe of science and technology.

3 More dvnamic orivate investment

3.1 Better use of instruments of indirect aid to research Increasing use is being made in

the world of instruments for indirect support, especially fiscal measures, in order to stimulate private invest-
ment in research and development and to create researcher and technician posts in companies. In the United
States and Canada, interesting long-term support schemes for start-up companies are in place, for example.
In Europe the mechanisms used in the various countries are very diverse. Some Member States make sus-

tained use of them, others far less.

User-friendly information systems need to be developed on existing mechanisms. The exchange and spread
of good practices should also be encouraged in order to stimulate private investment in research, particu-

larly among SME's, and innovation.

The different situations between countries and regions in this area can affect competition between them in
many ways and create conditions that are more, or less, conducive to investment in research and innovation.
Where the measures employed have an element of State aid about them, Community rules on State aid
should always be respected.

3.2 Development of effective tools to protect intellectual property The current European
system of patents, as operated around the European Patents Office and the national offices, is based on the
issue of national patents which are valid only in the Member States in which they are issued. This system is
costly and the high cost of patents is broadly believed to be one of the major obstacles to widespread use of
patents in Europe. The Commission therefore plans to propose the creation of a standard Community patent
to cover all of the European territory. At international level the Commission will endeavour to adapt the

TRIPS agreements on intellectual property to new technological developments.

A EUROPEAN RESEARCH AREA



Stunning advances 1in
informationa and computation
are transforming our world

It is important for research in Europe for the European patent to be started up as soon as possible. It must
be readily affordable and comparable in cost to a European patent covering a limited number of countries.
Efforts need to be made in particular to reduce the costs of translation. The Commission is also keeping a
close eye on work carried out by the European Patent Organisation as part of the revision of the Munich Con-
vention in order to see how the effects of disclosures prior to filing can be taken into account by European

patent law.

To increase the impact of research efforts undertaken in Europe in terms of innovation, the relevance and
consistency of the intellectual property arrangements used to implement public research programmes

should also be improved.

The protection of intellectual property can be achieved by other means than patents. In addition to the ini-
tiatives taken in the First Action Plan for Innovation in Europe, information systems and systems for ex-
change of good practices in this field could be put in place by national and European support organisations
for research and innovation.

3.3 Encouragement of the creation of companies and risk capital investment The cre-
ation of high tech companies by researchers, or with researchers having a stake in the capital, is still fairly
low-key in Europe. Measures taken in recent years at regional level, such as the creation of technology parks
and business incubators, or by certain Member States, such as changes in the status of public sector

researchers, have had a positive effect in this respect. These could be completed by other initiatives.

Europe also suffers notoriously from too low a level of risk capital investment in high tech sectors. Positive
changes have been observed for some time now. Some 650 companies are now quoted on the new European
markets (Euro-NM, EASDAQ and AIM). That said, this is eight times fewer than in the United States. In
extending the first action plan for innovation in Europe, the Commission has, in recent years, taken a series
of initiatives in this area, several of which (e.q. I-TEC project) are being implemented in conjunction with the
European Investment Bank (EIB). In 1999 it presented two communications on this subject.?> As part of the
e-Europe initiative the Commission recently proposed a plan of action designed to establish an inventory by

March 2000 of existing instruments at Union level.
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rapidly.

Several national research centres and the JRC have joined forces to provide innovative start-up compa- | 77
nies with the technical support and expertise they need to develop. Initiatives of this kind need to be stepped

up.

Initiatives should also be encouraged to bring scientists, industrialists and financiers at all levels into con-
tact. This could be achieved in conjunction with the national and European research programmes, preferably
on a combined basis. Promising experiments have been completed along these lines, like the “Investment
Forum" in the field of information technology and communications and the creation of the “Biotechnology

and Finance Forum".

4 " C Cysi f Scientifi
| Technical Ref for Poli

Implementation

4.1 Developing the research needed for political decisions Science and technology play an

increasingly important role in the implementation of public policies, particularly Union policies. They are
involved in various forms in the drafting of requlations and can be found more and more in the policy-making
process, at the heart of trade negotiations and at the centre of international discussions in fields such as, for

example, safety in its various forms or the various aspects of sustainable development.

The European research system must be organised in such a way as to preempt and take account of needs
arising at the different stages of implementation of public polices: drafting, decision-taking, implementation,
monitoring. Policy-makers must be able to draw on precise knowledge which is as complete as possible and

constantly updated and validated.
Accordingly, research directly undertaken by the Commission must tie in with the major concerns of the indi-

vidual and the decision-makers, such as environmental protection, food safety and chemical products or

nuclear safety.
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The results of research undertaken as part of European programmes should be systematically exploited in
support of the various Union policies and all the Union's research activities better co-ordinated in this

respect.

A reliable and recognised system of validating knowledge and methods of analysis, control and certification
also needs to be put in place and centres of excellence in Europe in the fields concerned networked.

4.2 Establishment of a common system of scientific and technical reference When draw-
ing up requlations or when faced with emergency situations, policy-makers, especially at European level, are
confronted with complex problems where the stakes are high. Citizens and economic and social operators
must be guaranteed greater safety whilst resolving conflicts between categories of actions with often diver-
gent nterests. As the Commission underlined in the White paper on food safety,* the Union must re-establish

the confidence of the public and consumers in food (they way it is produced, requlated and controlled).

In Europe the way expertise is provided for decision-makers differs according to country and subject matter.
Authorities established at European and national levels abound. Experts are also forced to leave the ground
of solely scientific consideration. The way they assess the problems and their recommendations bear the

imprint of their iscipline, their areas of activity or the community to which they belong.

By aligning methods, harmonising procedures and comparing results, a common system of reference needs
to be established at Union level. Given its institutional proximity to the development of the Union's policies
and its independence of national and private interests, the JCR could, in line with its mission, play a signifi-
cant role in the development of a European scientific and technical reference area. This would be built up on
the basis of national reference centres, European agencies, the various scientific committees and the organ-
isations established at European level, such as the Food Safety Authority, free of industrial and political
interests and open to public enquiry and scientifically recognised, which the Commission has suggested be

established by 2002 following broad consultation.

1 Excerpts from “Towards a European Research Area”, COM (2000) 6, Brussels, 18 January 2000.

2 ESF: European Science Foundation; ESA: European Space Agency; EMBO: European Molecular Biology Organisa-

ACCESS TO ADVANCED ICT INFRASTRUCTURES



tion; EMBL: European Molecular Biology Laboratory; CERN: European Organisation for Nuclear Research; ESO: 79
European Southern Observatory; ESRF: European Synchrotron Radiation Facility; ILL: Institut Laue-Langevin;
COST: European Cooperation in the field of Scientific and Technical Research.
COM (99)232 and COM (99)493.
4 COM (99)719.
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_Information Technology Research:
_ Transforming Our Future
Dr. Ruzena Bajcsy 81

Assistant Director, Computer and Information Science and Engineering Directorate

National Science Foundation

The Technology Revolution. The Information Age. The New Economy. We are living in exciting times today,
and no one is quite sure how to describe them accurately. What is certain however is that stunning advances
in computing, information, and computation technologies, particularly over the last two decades, are trans-
forming our world rapidly in ways that are often difficult to comprehend. Like the discovery of fire, the inven-
tion of movable type, and the harnessing of electricity, these transformations will profoundly influence how

we live our lives in the future - but their effects can be maddeningly unpredictable.

In the U.S., many of these transforming technologies, including the Internet itself, grew out of basic research
supported by U.S. Government agencies such as the Defence Advanced Research Projects Agency (DARPA)
and the National Science Foundation (NSF). But in recent years, Federal investments in crucial high per-
formance computing and communications research has not kept up with rapid developments in these tech-
nologies. To address this problem, in February 1997 the Clinton Administration established a bipartisan Pres-
idential Information Technology Advisory Committee (PITAC), comprised of technology leaders from busi-
ness and academia, to advise the U.S. Government how to bolster its sagging investments in critical Infor-

mation Technology Research and Development (IT R&D).

In its path-breaking 1999 report to the President, Information Technology Research: Investing in Our Future,
the PITAC addressed the ways in which technology is transforming modern society and issued a series of for-
ward-looking recommendations designed to support the research community and ensure that the benefits of
technological education and innovation would be made available to all citizens. In addition, it underlined the
continued importance of Government investments in the research and development of leading-edge tech-
nologies that might take decades to achieve fruition—precisely the kind of long-term R&D that increasing
numbers of private sector businesses, driven by the incessant demands of the competitive global economy,

no longer find it economically feasible to support.

The PITAC outlined ten dramatic ways in which information technology will transform or is already trans-

forming our society. These include:



I forming the Wav We C icat

The Internet is now the heart of the communications revolution, but its performance falls considerably short
of anytime-anywhere instant communication. The present Internet must be expanded in scale to anticipate
growth. Communications technologies must be simplified and networks made more robust. The evolution of
global networking poses international problems as well-problems that extend beyond technology into the
realm of international law. How do we maintain international boundaries, customs, and traditions? How do we
protect international intellectual property, copyrights, and patents from theft or unauthorised use? How do
governments and individuals ensure the security of information and transmission? These are all questions
that need answers before we can full achieve and take advantage of the Internet, which is still in a state of

relative infancy.

_Transforming the Way We Deal

with Information

Humans can now interface with information in far more ways than was formerly the case. In addition to tele-
vision and the venerable printed word, users can now access information online in a variety of ways. But
these interfaces are still primitive and clumsy. There are easier ways to develop information besides employ-
ing a keyboard. Search technologies are also inefficient and clumsy. Searches currently produce a bewilder-
ing amount of information that is difficult to sort. How can we improve the interface with information? The
answer undoubtedly lies with the development of new multi-modal human computer interaction technologies
such as speech, touch, and gesture recognition and synthesis. With new ways of accessing information, we

can achieve equal access by novices and experts, regardless of physical condition or global location.
Systems also require improvements in data access methods. Research issues include network reliability and

bandwidth, scaleable software support, database structure and retrieval algorithms, robust and secure

access, as well as quality of audio and video.
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_Transforming the Way We Learn g3
Information Age technologies are serving to improve the information infrastructure but we need to further
improve underlying software technologies to enable fast, easy development of new educational materials
and support dynamic modification and maintenance of these materials. We need also to determine which
educational needs can be fulfilled by computing and communications technologies, and which needs can be

fulfilled by traditional methods. Lifelong learning will help citizens learn and use new technologies effec-

tively in personal and professional lives.

I forming the Practi f Health C

Medical care is an area that has vast potential for technological improvements. U.S. Government agencies
such as the National Institutes of Health (NIH) and the Agency for Healthcare Quality and Research (AHRQ)
are already developing a national infrastructure for electronic medical records and health system intranets
for data-sharing. However, there remain critical problems of privacy and security of patient records as well
as the difficult technologies of data sharing. Further research is also needed in making telemedicine work for
both patients and physicians, and new research is needed in remote visualisation and robotics—technologies
that can take medical expertise, readily available in large urban areas, to isolated and under-served rural
populations that do not currently have access to such services. In this area as well, high-reliability, low-

latency communications are needed to support health care applications such as telepresence surgery.

The Internet has already changed how business is transacted worldwide. It is clear that new technologies
can get companies closer to customers and reduce paperwork, purchasing costs and delivery time. Again,
privacy and security of corporate and individual information are critical topics, as are the thorny problems of

international trade relations in the Information Age where proprietary information that was once difficult to

access can become common knowledge in seconds.
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As many as 15 million U.S. workers will become telecommuters over the next decade. This will enhance pro-
ductivity, and provide organisational flexibility and environmental benefits. However, to achieve these desir-
able results, truly high speed networking capacity will be needed, collaborative software technologies will be

critical and the social and economic implications must be studied so that the worker skill base can be rapidly

and effectively updated and renewed.

. [ . H We Desi
and Build Things

New technologies are already increasing productivity, reducing the cost of goods sold, improving the quality
of merchandise, maintaining maximum planning and manufacturing flexibility, and reducing design cycle
time. Improved high end technologies are still needed for concept design, simulation, analysis and data min-
ing and the National Institute of Standards and Technology (NIST) is currently supporting important work in
these areas. There is also a need for improvements in planning and scheduling, purchasing, investment, and
cost analysis. An exciting development in this area is the growing probability that networked computers can

allow simultaneous, interactive modification of standard products to meet specific customer needs.

_Transforming How We Conduct Research
Research problems are becoming more complex and interdisciplinary in nature. But keeping pace with these
problems, high-speed computers and networks are enabling discoveries across a broad spectrum. Innovative
methods for collaboration around the globe are being created and promoted. Key technologies in this area
are high-end computing for modelling complex physical phenomena, advances in collaborative environments,

visualisation of complex datasets, innovative data-mining techniques and improved management of very

large datasets and databases
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of the Environment

We need to conduct further research into climate modelling to improve accuracy of local and regional fore-
casting, disaster management and support for national and international energy and environmental policies.
Progress in this area depends on improved computational methods requiring order of magnitude increases in
computing capability to deal with immense problems of time and space. The National Aeronautics and Space
Administration (NASA), the National Oceanic and Atmospheric Administration (NOAA) and the Environmen-
tal Protection Agency (EPA) all conduct important IT R&D in these areas, and these efforts must be contin-

ued and increased.

We need to employ new technologies in all government institutions to make them more efficient and respon-
sive to constituents. Challenges in this area include improvements in systems and data access methods, high
performance data storage and tools to locate and present information. Again, robust, reliable and secure

networks are critical. Improvements must be available to all citizens and barriers to access must be sur-

mounted.

To accomplish PITAC's far-reaching recommendations, the U.S. Government will need to emphasise new pri-
orities in its high-end R&D investments including; support for fundamental research in software R&D meth-
ods and component technologies, fundamental research in human-computer interfaces and interactions and
fundamental research into information capture, management, analysis, and availability. In fact, software

research will need to be a substantive component of every major IT research initiative.

U.S. Government agencies are being challenged to develop new management structures to ensure that
important national goals for information technology R&D are addressed. This management structure must
connect complementary efforts across research disciplines as well as funding agencies. Most importantly,
PITAC has called upon the NSF to assume a larger leadership role in basic IT R&D activities. NSF and other
agencies are being asked to fund research into innovative computing technologies and architectures and

software to improve the performance of high-end computing.
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Government-supported high-end computing research should strive to attain a sustained petaops/petaflops
on real applications by 2010 through a balanced approach to hardware and software technologies. An addi-
tional priority for U.S. Government agencies is to work to ensure that the average citizen is not left behind in
this era of rapid technological advancements. All citizens must have equal access to information technology,

and IT education and training must be augmented and expanded if this goal is to be accomplished.

A dramatically expanded IT research agenda is essential for continued and sustained economic growth as
well as national and international security. PITAC's strong and detailed recommendations offer a good start
on a new, augmented program of 215t century IT R&D innovations, but there is much work remaining to be
done and many important discoveries yet to be made, both in the U.S. and in the international science com-
munity. As an exciting and promising new century begins to unfold, the only certainty is that the Future is

Now.
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Karel Vietsch 87
TERENA

Four years ago | had the pleasure at the first OECD conference on ‘The Global Research Village' of speaking
about research networking. | talked about the status of global research networking at that time and | pointed
out the challenges ahead. In particular | addressed the questions ‘Who shall pay for the research networks?’
and ‘What is the role of governments?’. Now | would like to revisit the status of research networking world-
wide. There have been enormous changes in the past four years, mostly for the better. There are however,
new and important challenges that need the attention of research networking organisations, funding bodies,

research and higher education institutions, and governments.

Nowadays research and education depend increasingly on electronic media and networks. In technologically
and economically developed countries, networking services for research institutes and educational estab-
lishments are provided by research and education networks. These networking organisations collaborate at
an international level, thus creating a high-quality information and telecommunications infrastructure. TER-
ENA is the association in which the research and education networking organisations from countries in and

around Europe collaborate. TERENA's work falls into four main categories:

o representing the interests and opinions of its member organisations;

o developing, testing and promoting new technologies and services through the TERENA Technical
Programme ;

o organising conferences, workshops and seminars;

o acting as a cradle for new initiatives and services.

At the time of the first ‘Global Research Village' conference, the costs of research networking were the
biggest problem. The prices charged by public network operators were very high and not related to real cost.
Prices also varied widely from country to country, and in Europe prices were typically 10 times higher than in
North America. The liberalisation of the telecommunications markets in the European Union member states
that started in 1998 has had an enormous impact. Prices have been going down by a factor of 4 every year.
For international connections in Europe the average price per Megabit-per-second per year is only some 4%

of what it was 6 years ago.
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At the same time national governments, funding bodies and universities have come to understand the impor-
tance of research networking. In the past few years a number of big initiatives have been launched, like
Internet2 in the United States, CANARIE's all-optical network in Canada and the Gigaport project in the
Netherlands. This has given a big stimulus to the development of the research networking infrastructure,
services and applications. The typical capacity of research networks now is 50 to 500 times higher than four
years ago. This Gigabit networking involves new technologies and opens up opportunities for new applica-

tions such as those enabled by streaming media or by computational and data grids.

There are still a great number of challenges ahead. Users will only be able to benefit fully from these new
networks with very high capacities, if new and advanced applications and services are developed. Much more
work needs to be done in these areas. With very high capacity infrastructures in place, content also needs to
be in the focus of attention. More capacity will only lead to information overflow if no better ways are devel-
oped to find and access information. Finally it should be noted that countries outside the OECD have not
been able to keep up with developments in the most advanced countries over the past years. The technology
gap has only become wider, and advanced research networking facilities in the countries of the former Soviet

Union, in South Asia, in Africa and in large parts of Latin America seem further away than ever.

ACCESS TO ADVANCED ICT INFRASTRUCTURES



~ New Frontiers for Research Networks
Robert J. Aiken 89

Manager, University Research, Office of the CTO, Cisco Systems, Inc.

DISCLAIMER The ideas, comments, and projections proffered in this paper are the sole opinions of the
author, and in no way represent or reflect official or unofficial positions or opinions on the part of Cisco Sys-
tems, Inc. This paper is based on my experience designing and managing operational international research
networks, as well as being a program manager for network research, during the formative years of the Inter-
net (i.e., my tenure as a program manager for the United States Government's National Science Foundation
and the Department of Energy), and my recent experience within Cisco working with next generation inter-
net projects and managing its University Research Program. Many of the examples that | cite in this work are
based on the development and deployment of the US based Internet and research networks; although, the

lessons learned in the US may also be illuminating elsewhere.

GRATITUDE | would like to thank my friend and colleague, Dr. Stephen Wolff, of the Office of the CTO,
Cisco Systems Inc., for many good suggestions with respect to improving the content and presentation of

this paper; but, mostly for his good humored authentication on my history and facts.

A famous philosopher, Yogi Berra', once said ‘Prediction is hard. Especially the future.'. In spite of
this sage advice, we will still make an attempt at identifying the frontiers for research networks.
By first examining and then extrapolating from the evolution and history of past research net-
works we may be able to get an idea about what frontiers face research networks in the future.
One of the initial roles of the research network was to act as a testbed for network research on
basic network protocols, mostly focusing on the network layers one through four (i.e. the physi-
cal, data link, network , transport, and network management layers), but also including basic
applications such as file transport and e-mail. During the early phases of the Internet the com-
mercial sector at this time could not provide the network infrastructure sought by the research

and education communities. Consequently research networks evolved and provided backbone
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and regional network infrastructures that provided production quality access to important
research and education resources such as supercomputer centres and collaboratories2. Recent
developments show that the majority of research networks have moved away from being test-
beds for network research and have evolved into production networks serving their research and
education communities. Its time to make the next real evolutionary step with respect to
research networks and that is to shift our research focus towards maximising the most critical of

resources, people.

Given the growth and maturity of commercial service providers today, there may no longer be a
pressing technical need for governments to continue to support pan national backbone net-
works, or possibly even production like national infrastructures, for Internet savvy countries.
Since commercially available Virtual Private Networks (VPNs) can now easily support many of
the networked communities that previously required dedicated research networks, government
and other supporting organisations can now support their research and education communities
by providing the funding for backbone network services much as it does for telephony, office
space, and computing capabilities, i.e., as part of their research award. However, there may be
valid social, political, and long-term economical reasons for continuing the support for such net-
works. For instance, a nation may decide that in order to ensure its economic survival in the
future it wishes to accelerate the deployment and use of Internet technologies among its people
and thus they may decide to subsidise national research networks. In addition, it should be noted
that VPNs often recreate the ‘walled’ separation of communities, which previously was accom-
plished through the hard muxing of circuits. But, in order to make technical advances in the
e-economy, Governments should now focus on supporting the evolution of intelligent and adapt-
able edge and access networks. These, in turn, will support the ubiquitous computing and per-
sistent presence environments that will soon be an integral part of our future Internet based

economies.
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The USA's recently expanded National Science Foundation (NSF)3 research budget and DARPA's* | 91
prior support of middleware research are good examples of moving in the right direction. The \‘
Netherland's Gigaport> project, which incorporates network and application research as well as

an advanced technology access and backbone network infrastructure, is a good example of how

visionary research networks are evolving.

Just as Internet technologies and network research have matured and evolved, so should the
policies concerning the support of research networks. Policies need to be developed to again
encourage basic network research and the development of new technologies. In addition,
research networks need to encourage and accentuate new network capabilities in edge net-
works, on campus infrastructure, and in the end systems to support the humans in these new
environments. This paper will mainly focus on the future of research networks in e-developed
nations; but, this is not to diminish the need or importance for e-developed nations to help

encourage the same development in network challenged nations.

Contexi { Definiti

Before delving into our discussion we first need to define a few terms. These definitions will not only aid in
our discussion, but may also help to highlight the role and function of various types of research networks.
The most important terms to define are those of ‘network research’ and a ‘research network’, both of which

often get interchanged during discussions concerning policy, funding, and technology.

For the purposes of this paper we use the term network research to mean long-term basic research on net-
work protocols and technologies. There are many types of network research that can be roughly categorised
into 3 classes. The first category covers research on network transport infrastructure and generally includes
research on the OSI model layers 1 through 4 (i.e., the physical, data link, network, and transport layers) as
well as research issues relating to the interconnection and peering of these layers and protocols. We will
refer to this class of research as transport services. The second class is constituted of research covering

what can nominally be referred to as middlewareé. Middleware roughly includes many of the services that
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were originally identified as network layers 4 through 6. Layer 4 is included because of the need for inter-
faces to the network layer. In addition, it nominally includes some components, such as email gateways or
directory services, which are normally thought of as being network applications, but which have sub-compo-
nents that may also be lumped into middleware. Given that the definition of middleware is far from an exact
science, we shall say that middleware depends on the existence of the network transport services and sup-
ports applications. The third area covers research on the real applications (e.g., e-commerce, education,
health care, etc.), network interfaces , network applications (e.g., e-mail, web, file transfer, etc.), and the use
of networks and middleware in a distributed heterogeneous environment. Applications depend on both the
middleware and transport layers. Advanced applications include Electronic Persistence presence (EPP) and
Ubiquitous Computing. EPP, or e-presence, describes a state of a person or application as always being ‘on
the network’ in some form or another. The concept of session based network access will no longer apply. EPP
assumes that support for ubiquitous computing and both mobile and nomadic network exists. Ubiquitous
computing refers to the pervasive presence of computing and networking capabilities throughout all of our

environments, i.e., in automobiles, homes, and even on our bodies.

A research network, on the other hand is a production network, i.e. one aspiring to the goal of 99.99999%
‘up time' at layers 1 through 3, and which supports various types of domain specific application research.
This application research is most often used to support the sciences and education but can also be used in
support of other areas of academic and economic endeavour. These networks are often referred to as
research networks (RNs) or Research and Education (R&E) networks. To aid in the discussion of this paper we
will further classify these RNs based on their general customer base. Institutional Research Networks (IRNs)
are networks that support universities, institutes, libraries, data warehouses, and other ‘campus’ like net-
works. National Research Networks (NRNs)7?, such as the Netherland's Gigaport or Germany's DFN networks,
support IRNs or affinity based networks. Pan National Research Networks (PNRNs) interconnect and sup-
port NRNs. An example of a couple of current production PNRNs are Dante'sTen-155 and the NORDUNET?
networks. For the purpose of this paper we will also classify the older NSFNETs, vBNS, CANARIE's CA*NET
3%, and the Internet 2'© Abilene networks as PNRNs because in terms of scale and policy they address the
same issues of interconnecting a heterogeneous set of regionally autonomous networks (e.g. NSFNET's
regionals and I12's gigapops) as do the PNRNs.

There also exists a hybrid state of RN. When we introduce one or more advanced technologies into a produc-

tion system, we basically inject some amount of chaos into the system. The interplay between the new tech-
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nologies and other existing technologies at various levels of the infrastructure, as well as scaling issues, can
result in unanticipated results. Research quality systems engineering and design is then required to address
these anomalies.

For the purposes of this paper we define a few more terms we use throughout this paper. The term
Virtual Private Networks (VPN) is used in the classical sense, i.e. a network tunnelled within another network
(e.g. IP within IP, ATM VCs, etc.), and it is not necessarily a security based network VPN. Acceptable use pol-
icy (AUP) refers to the definition of what type of traffic or use is allowed on a network infrastructure. Condi-

tions of Use (COU) is basically another version of AUP.

Introduction

93

During the early phases of the evolution of research networks and the internet, national research networks
were building and managing backbone networks because there was a technical reason to do so. Governments
supported these activities, because at the time the commercial sector could not do it and the expertise to do
so resided within the R&E community. Much of the research or testing of this time was still focused on back-
bone technologies as well as aggregation networks and architectures. Research networks started out by
supporting longer term risky network research and quickly evolved to support shorter term no-risk produc-
tion infrastructure. The research during the ARPANET and early NSFNET phases of the Internet focused on
basic infrastructure protocols and technologies. These services are now commodity services and both easily
and cost effectively available from the commercial sector. We have come a long way since then. Except for a
few universities and research centres, the commercial sector now dominates R&D in the backbone technol-
ogy space. Commercially provided VPNs can now cost effectively support the majority of the requirements
of the R&E communities. Given the current domination of R&D in backbone technologies by the commercial
sectors, as well as the need to address true end to end services, it is time that network research and
research networks realign their focus onto the research and development of end system and campus and
edge network technologies. The majority of the intelligence of the network (e.g. quality of service, security,
content distribution and routing, etc.) will live at the edges, and in some way will be oblivious to the back-
bone service over which it will operate. In addition, in order for applications to be able to make use of this
network, intelligent RNs need to be able to provide the middleware and services that exist between the appli-
cation and the transport systems. The real future for most RNs is in helping to analyse and identify, not nec-

essarily run and manage, advanced network infrastructures for their R&E communities.
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One of the problems faced by the R&E community is how to obtain support from their governments and
other supportive organisations (both for-profit and non-profit). In attempts to support advanced applica-
tions and end user research, organisations and governments may be convinced into supporting RNs, which
end up providing commodity services and competing with the commercial sector. One reason that this can
occur is that governments often wish to see results very quickly in order to justify their support of the
research community; but, by doing so they drive the recipient researchers and research network providers to
focus on short term results and abandon basic long term research. This pressure from the supporting organ-
isations can also force researchers to compete in a space, i.e. transport layers, for which industry may be
better suited and adapted in both scale and time. Another issue facing today's research networks is that
many of the R&E community, who once would endure down time and assume some risk in trade for being part
of an experimental network, are now demanding full production quality services from those same networks.
Subsequently, the RNs are then being precluded from aggressively pursuing and using really advanced
technologies that may pose a risk. And finally, many times research networks, science communities and
researchers claim they are doing network research, when in reality they are not, because they wish to have
decent network connectivity, and they assume that this is the only way to get funding and support for good
network connectivity with which to support their real research objectives. All of these issues have driven
RNs at all levels into difficult positions. RNs need to be able to again take risks if they are to push the
envelope in adopting new technology. Likewise, it is also valid to provide production quality network trans-
port services to support research for middleware, network application (e.g. collaborative technologies), and
R&E application (e.g. medical, sciences, education, etc.) research. All of these requirements need to be
addressed in the manner most expedient and cost effective to the government or organisation providing the

support.

All research carries with it a certain amount of risk. There is theoretical and experimental research. Some
research is subject to validation; some is retrospective - e.q., examining packet traces to verify the existence
of non-linear synchronisation, but some is prospective and involves reprogramming network resources and
any reprogramming is susceptible to bugs. The amount of risk often depends on the area of research under-
taken. The lower down in the network structure that one performs experimental research, the harder it is to
support this research and still maintain a production like environment for the other researchers and applica-
tions; yet we need to provide support for all levels of experimental research, as described in MORPHNET™".
The ideal environment would support applications that could easily migrate from a production network to

one prototyping recent network research, and then back again if the experiment fails. Recent advances in
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lenges yet to be addressed.

_ ARPANET and Early NSFNET Phase: 1980s

The ARPANET, one of the many predecessors of today's Internet, was a research project run by researchers
as a sandbox where they could develop and test many of the protocols that are now integral components of
the Internet. Since this was a research network that supported network research, there were times the net-
work would ‘go down' and become unavailable. Although that was certainly not the goal, it was a reality when
performing experimental network research. This was acceptable to all involved and allowed for the quick
‘research to production’ cycle, now associated with the Internet, to develop. The management of the network
with respect to policy was handled by the Internet Advisory Board (IAB), which has since been renamed the
Internet Activities Board, and revolved around the actual use of the network as a research vehicle. The
research mainly focused on layers 1-4 and application research was secondary and used to demonstrate the

underlying technologies.

At the end of the 1980s, the Internet and its associated set of protocols, rapidly gained speed in deployment
and use among the research community. This started the major shift away from research networks support-
ing experimental network protocols towards RNs supporting applications via production research networks,
e.g. the mission agencies’ (i.e. those agencies whose mission was fairly well focused in a few scientific areas)
networks at DOE (ESnet) and NASA (NSinet). At the same time the NSFNET was still somewhat experimen-
tal with the introduction and use of ‘home grown’ routers, as well as with pioneering research on peering and
aggregation issues associated with the hierarchical NSFNET backbone. It also focused on issues relating to
the interconnection of the major agency networks and international networks at the Federal Internet
Exchanges (FIXes), as well as the policy landscape of interconnecting commercial email (MCIMail) with the
Internet. The primary policy justification for supporting these networks (e.g. ESnet, NSInet, NSFNET) in the
late 1980s was to provide access to scarce resources, such as supercomputer centres; although the NSFNET
still supported network research, albeit on peering and aggregation. In addition, the NSFNET was first in pio-
neering research on network measurement and characterisation. As researchers became dependent on the
network to support their research the ability to introduce new and risky technologies into the network

became harder, as shown by the second phase router upgrade for the NSFNET when many researchers
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vehemently complained about any ‘down time'. At this time there were still no commercial service providers
from which to procure services to connect the numerous and varied sites of the NSFNET and other research
networks. Hence there were still valid technical reasons for NRNs and R&E networks to exist and provide

backbone services.

The policy decisions affecting the interconnection of the agency networks at the FiXes, as well as engineer-
ing international interconnectvity, were loosely co-ordinated by an ad hoc group of agency representatives
called the Federal Research Internet Co-ordinating Committee (FRICC). The FRICC later morphed into the
Federal Network Council in the early 1990's and finally into the large Scale Network (LSN) working group by
the mid 1990s. The FNC wisely left the management of the Internet protocols to the IAB, the IETF and the
IESG; however, the FNC did not completely relinquish its responsibility, as was evident by its prominent role
in prodding the development of CIDR (Classless Internet Domain Routing) and originating the work that led

to new network protocols (e.g. IPv6).

_The Next Generation NSFNET: Early 1990s

During the early 1990s, the Internet evolved and grew larger. It could no longer remain undetected on the
government policy radar screen. Many saw the NSFNET and agency networks as competing with commercial
service providers (ISPs). Due to the charters of the agencies of the US based RNs (e.g. NSF, DOE, NASA), all
traffic crossing their networks had to adhere to their respective Acceptable Use Policies (AUPs). These AUPs
prohibited any ‘commercial entity to commercial entity traffic’' to use a US government supported network
as transit. In addition, the demand for generic Internet support for all types of research and education com-
munities became much stronger, and at the same time there was growing support among the US Congress

and Executive Branches to end the US Federal Government support of the USA Internet backbone.

In response to these pressures and the responses to a NSF draft ‘New NSFNET' proposal, the NSF elected to
get out of the business of being the Internet backbone within the USA. This policy change was the nexus for
the design of the vBNS, Network Access Points (NAPs),and Routing Arbiter (RA) described in the ABF paper.
by early 1992. The vBNSwas meant to provide the NSF supercomputer sites a research network that was
capable of providing the high end network services required by the sites for their Metacenter, as well as to

provide the capability for their researchers to perform network research since the centres were still the
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locus for network expertise. The NAPs were designed to enhance the AUP free interconnectivity of both | 97
commercial and R&E ISPs and to further evolve the interconnection of the Internet started by the Federal
Internet eXchanges (FIX) and Commercial Internet eXchange (CIX). The research associated with NRNs is
already evolving from dealing with mainly IP and transport protocol research to research addressing the
routing and peering issues associated with a highly interconnected mesh of networks. Research was an inte-
gral part of the NAP and RA design, but it was now focused on peering of networks as opposed to the trans-
port layer protocols themselves. Although this network was not official until 1995, commercial prototype
AUP free NAPs (e.g. MAE-EAST) immediately sprang up and hastened the transition to a commercial net-
work. The network was transformed from a hierarchical network topology to a decentralised and distributed
peer to peer model. It no longer existed for the sole purpose of connecting a large aggregation of R&E users
to supercomputer centres and other ‘one of a kind' resources. The NAPS and the ‘peering’ advances associ-
ated with the NAPS were a very crucial step for the success of applications such as the world wide web
(WWW) and the subsequent commercialisation of the Internet as it provided the required seamless intercon-
nected infrastructure. Although some ISPs, e.g. UUNET and PSinet, were quickly building out their infra-
structure at that time, there still existed the need for PNRNs to act as brokers for acquiring and managing
end-to-end IP services for their R&E customer base; but it would not be much longer before the ISPs had the

necessary infrastructure in place to do this themselves.

The transition to the vBNS, NAP, and RA architecture became official in the spring of 1995 and as a result
the USA university community lost its government subsidised production backbone. NSF supported region-
als had lost their support years earlier and many had already transitioned to become commercial service
providers, an the NSF ‘connections’ program for tier 2 and lower schools persisted because it was felt (pol-
icy wise) that it was still valid to support such activities. The result of this set of affairs led to the creation of
the Internet 2. Many of the top research universities in the USA felt that the then current set of ISPs could
not affordably provide adequate end-to-end services and bandwidth for the academic community’'s per-
ceived requirements. As a result, the NSF decided to again support production quality backbone network
services for an elite set of research Institutions. This was clearly a policy decision by NSF that had support
from the US Congress and Executive branches of government, even though in the early 1990s both Congress

and the Executive Branches were fairly vocal about not supporting such a network.
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The initial phase was to expand to the vBNS and connect hundreds of research universities. The vBNS again
morphs from a research network, connecting a few sites and focusing on network and metacenter research,
back into a production research network. The vBNS is soon eclipsed by the OC-48 Abilene network.
Gigapops, which are localised evolutions of NAPS, are used to connect the top R&E institutions to the 12
backbones (i.e., vBNS and Abilene). These backbones were subject to COU as a way to restrict the traffic to
that in direct support of R&E, much like the NSFNET was subject to its AUP.

The ISPs who complained so bitterly about unfair competition in the early 1990s no longer cared as they had
more business than they knew how to handle in selling to corporate customers.

An ironic spin on this scenario is that the business demands placed on the commercial ISPs by the
late 1990s drove them to aggressively adopt new technologies to remain competitive. Not only were they
willing to act as testbeds, they paid for that privilege since it gave them a competitive edge. The result is
that in a lot of cases regarding the demonstration and testing of backbone class technologies the R&E com-
munity was time wise behind the commercial sector.

This is situation is further aggravated by the fact that many, but not all, backbone network savvy
R&E folks went to work in industry. Another side effect of this transition is the loss of available network mon-
itoring data. The data used by CAIDA, NLANR, and other network monitoring researchers had been gathered
at the FIXs where the majority of traffic used to pass. With the transition to a commercially dominated infra-
structure, the availability of meaningful data becomes harder to obtain. In addition, as a result of the Inter-
net 2 network’s COU, and the type of applications it supports (e.g. trying to set bandwidth speed records),
the traffic passing over its networks can no longer be assumed to be representative Internet data and its

value in this regard is diminished.

Another milestone is reached. ISPs have grown or merged so that they are offering both wide area and local
area network services and anyone can now easily acquire national and international IP and transport serv-
ices. The deployment and use of virtual private networks (VPNs) allows the commercial SPs to provide and
support various acceptable policy networks with differing AUP/COU on the same infrastructure. The techni-
cal need for most PNRNS or NRNS to exist to fulfill this function fades away. Researchers should now be able
to specify wide area network support as a line item in their research proposal budgets, just as they do for
telephony and computing support. Most governments do not support separate research POTS (plain old tele-
phone system) networks so that researchers can talk with one another. They provide funding in the grants to

allow the researchers to acquire this from the commercial sector. However, there still exist valid technical
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reasons for selectively supporting research networks . A prime example is the CA*Net 3 network in Canada,
which has been extremely aggressive in the adoption and use of pre-production optical networking tech-

nologies and infrastructure and has been instrumental in advancing our knowledge on this area.

During this evolution of research networks capabilities, network research is also going through its own evo-
lution. DARPA starts focusing its research on optics, wireless, mobility, and network engineering as part of
its Next Generation Internet program. In addition, the research moves up the food chain of network layers.
DARPA and DOE start supporting research on middleware. Globus, which along with Legion, Condor, POLDER
are major middleware research efforts that become the main impetus for GRIDs; and although they are
mainly focused on seeking the holy grail of distributed computing, many of the middleware services they are
developing are of value in a broader research and infrastructure context. The focus of network research and
research networks now starts moving away from backbone transport services to research on advanced col-

laboratory, ubiguitous computing, mobile, nomadic, and electronic persistent presence (EPP) environments.

The policy management of the Internet now becomes an oxymoron and reflects the completion of the tran-
sition of the Internet to a distributed commercial Internet. Many organisations are now vying for a say in how
the Internet evolves. Even the IETF is suffering from its own success. It now faces many of the same political
challenges the ITU faced, i.e., some commercial companies now try to affect the standards process for their
own benefit by introducing standards contributions and only later disclosing the fact that they have filed
patents on the technology in question. It is now much more difficult to make policy decisions regarding the

future of Internet protocols, technologies and architectures.

Future Frontiers

29

Ubiquitous computing (UC) and electronic persistent presence (EPP) are the paradigm shift at the user level
that are already drastically altering our concept and understanding of networks. The scale, number, and
complexity of networks supporting these new applications will far exceed anything we have experienced or
managed in the past. Users will ‘be on the net' all the time, either as themselves or indirectly through agents
and bots. They will be mobile and nomadic. There will be ‘n" multiple instances of a user active on a network
at the same time, and not necessarily from the same logical or geographical location. The frontiers associ-

ated with this new focus are many times more complex from a systems integration level than any work we
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have done in the past with backbone networks. This new frontier will provide new technical challenges at the
periphery of the network, i.e., the intelligent access and campus networks necessary to support these new
environments. EPP and UC will drastically affect out research networks and application environments, much

as the WEB and its protocols drastically changed Internet and traffic patters in the 1990s.

The frontiers faced by research networks of the future will depend upon a number of technical and socio-
political factors on a variety of levels. The socio-political frontiers can be broken into two different classes,
one for e-developed nations who have already gone through the learning process of building an Internet
based infrastructure, and another for the e-challenged nations who still face the challenges of building a
viable network transport infrastructure. The developed nations need to now grapple with how they can
encourage the next evolutionary phase of their Internet based economies. Due to the fast evolution of tech-
nology, the technical need for subsidising transport based network infrastructure is no longer the pressing
need it was in the 1990s. The future research network will most likely be nothing more than a VPN based on
a commercial ISP ‘cloud’ service that interconnects researchers. The High Energy Physicists (HEP) have
already proven that life as a VPN based affinity group overlaid on production network services is a viable
solution to providing for their network requirements. HEPNET is a virtual set of users and network experts
using ESnet and other ISP VPN based network services to support the HEP scientists. Although we still have
some technical challenges associated with backbone network technology (e.q., optics), there are now only a
very small number of institutions and organisations capable of working with industry and making substantial

contributions in this area.

The new technical challenges that need to be addressed now include how to build and deploy intelligent edge
and campus networks, content delivery and routing, mobile/nomadic/wireless access to the Internet, and the
support for both ubiquitous computing and electronic persistent presence. The latter two require major
advancements and will require a whole bevy of middleware that is both network aware and an integral com-
ponent of an intelligent network infrastructure. This includes ,but is not limited to directories, locators, pres-
ence servers, call admission control services, self configuring services, mobility, media servers, policy
servers, bandwidth brokers, intrusion detection servers, accounting, authentication, and access control.
IRNs and RNS can contribute to our knowledge and growth of these new areas by acting as leaders in areas
that tend to more difficult for the commercial sector to address, for instance the development and de-
ployment of advanced end-to-end services that operate over one or more ISP provided clouds. Examples

include inter domain bandwidth broker services, multi PKI (public key infrastructure) trust models, defining
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tions.

In order for policy makers to make informed decisions on the evolution and support of Internet technologies
and architectures, they will need to access to a generic mix of real backbone network data. There still exists
a dire need at this point for such data. Innovative solutions that respect the privacy and business concerns
of all types of ISPs and RNs, while at the same time making available ‘scrubbed’ data, need to be developed.
In addition, with the new focus on edge and metro networks we might be able to shift our monitoring atten-
tions to this area as well in order to better understand traffic demands and patterns on these scales of net-
works. Network monitoring is only one of the challenges facing us. As the scale and complexity of networks
grows, even at the pico and body area network level, we will need to develop new techniques to support net-
work modelling, simulation, and experimentation. The University of UTAH is developing a test facility com-
prised of a large number of networked processors, the network equivalent of a supercomputer centre, to be

used experimentally in the design and development of new transport layer protocols.
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‘Being on the net’ will change our way of doing e-everything and the evolution of the underlying infrastruc-
ture will need to change in order to support this paradigm shift. The intelligence of the network will not only
move to the periphery, but even beyond, to the personal digital assistant and body area network. Therefore,
it is important that the goals and focus of the research networks also evolve. Leave the R&D associated with
backbone networks mainly with the commercial sector as this is their raison d'etre. The research networks of
the future will by and large be VPNS, with a few exceptions as noted earlier in this paper. Research networks
need ot focus on the new technologies at the periphery as well as the middleware necessary to support the
advanced environments that will soon be commonplace. Many research networks will themselves become
virtual, e.g., HEPNET, providing expertise but not necessarily a network service. Policy makers must adapt to
address not only these substantial technical and architectural changes but they will also need to deal with
second order policy issues such as security and privacy and how to ensure that we don't end up with a bifur-

cated digital economy of e-savvy and e-challenged communities.

E-Developed nations have already been through the technology learning curve of implementing and deploy-

ing a transport infrastructure. The e-challenged nations, with respect to network infrastructure, still face

NEW FRONTIERS FOR RESEARCH NETWORKS IN THE 21ST CENTURY
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these same challenges and they have the benefit of leveraging the knowledge of the nations who have suc-
cessfully made the transition. In order to speed up the deployment of Internet technologies and infrastruc-
ture in the e-challenged nations, it may be best to first create technologically educated people and then to
provide them an economic and social environment where they can apply their knowledge and build the infra-
structure. E-savvy nations should help by providing the ‘know how'. NATO has a joint program with TERENA
to provide for the instruction of Eastern European nations on the use and deployment of Internet technology
(i.e., how to configure and manage routers). In lieu of subsidising networks in these nations, NATO and TER-
ENA are providing the basic knowledge that these people need to build, manage, and evolve their own net-
works and infrastructure. This should be the model to consider for e-developing nations. This is not to dimin-
ish the challenges of building network infrastructure in some areas where there is no such infrastructure,

and perhaps in some of these areas working with other utility infrastructure providers might advance this

cause.
1 This is also attributed to the famous Physicist Niels Bohr.
2 Waulf, William A. 1988. The national collaboratory — A white paper, Appendix A. In Towards a national collaboratory.

Unpublished report of a National Science Foundation invitational workshop. Rockefeller University, New York.

March 17-18, 1989

3 http://www.nsf.gov/

4 http://www.darpa.mil/

5 http://www.gigaport.nl/

6 Draft-aiken-middleware-reqgndef-O1.txt, IETF RFC, May 1999,
http://www.anl.gov/ECT/Public/research/morphnet.html

7 See http://www.dante.org/ and http://www.terena.nl/ for full lists of European research networks.

8 http://www.nordu.net/

9 http://www.canarie.ca/

10 http://www.internet2.org/

1 ‘Architecture of the Multi-Modal Organizational research and Production Heterogeneous Network (MORPHnet)’,

Aiken, et al, ANL-97/1 technical report, and 1997 Intelligent Network and Intellgence in Networks Conference.

http://moat.nlanr.net/Papers/iinren.ps
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Hiah E Phvsics Data Grid

Initiative

This is a summary of part of a presentation made by Federico Ruggieri, chairman of the HEPCCC, at the ini- 103
tial HEP Grid meeting at CERN 11 January 2000

The conclusion of a discussion at the HEPCCC meeting on 12 November with senior representatives of the
European Commission's IT programme (George Metakides and Thierry van der Pyl) was that a proposal from
HEP for a project concerning the development of a Computational and Data Grid would be considered seri-
ously. The Grid concept, introduced in the recent book by Foster & Kesselman, provides a metaphor for a
coherent set of computing resources physically distributed across a number of geographically separate
sites. A Computing Grid exhibits a uniform interface to its resources, providing a dependable service which
can be accessed from anywhere. This can in some respects be compared to the electric power grid. A num-
ber of Grid projects have been initiated or proposed in North America, in particular the Globus project, which
has developed a toolkit implementing a set of Grid services within a layered architecture. A number of Euro-
pean companies and organisations has started the E-Grid Forum http://www.egrid.org, paralleling the Amer-
ican organisation http://www.gridforum.org.

An initial proposal for a HEP EU-Grid Project has been made Federico Ruggieri, which would focus on:

Exploiting the Grid concept and technology in the field of HEP; Deploying a large scale imple-
mentation of a computational and data Grid using technology developed by existing projects, complemented
by the middleware and tools necessary for the data-intensive applications of HEP.

The overall topology of the Grid would follow that of the MONARC Regional Centre model, with a
number of national grids (equivalent to the Tier 1 and Tier 2 Regional Centres) interconnected by a central
node at CERN.

The main target of the project would be the HEP community, but it would be open also to other scien-
tific communities. The necessary high bandwidth networking infrastructure would be funded by an indepen-
dent activity, such as the EU supported GEANT (networking) project. The project would collaborate closely
with similar North American initiatives such as the Particle Physics Data Grid. The partners should be insti-
tutes, funding agencies and industrial companies, with CERN as the lead partner and coordinator. A steering
committee would drive and guide the project, including representatives of the LHC experiments in addition

to the operating partners.
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The DataGrid Proiect

The DataGrid Project is a proposal made to the European Commission for shared cost research and techno- 105

logical development funding.

The project has six main partners:

CERN The European Organization for Nuclear Research near Geneva on the French/Swiss border
CNRS France - Le Comité National de la Recherche Scientifique

ESRIN The European Space Agency's Centre in Frascati (near Rome), Italy

INFN Italy - Istituto Nazionale di Fisica Nucleare

NIKHEF The Dutch National Institute for Nuclear Physics and High Energy Physics, in Amsterdam
PPARC United Kingdom - Particle Physics and Astronomy Research Council

and fifteen associated partners:

CESNET Czech Republic

COMMISSARIAT A L'ENERGIE ATOMIQUE (CEA) France

COMPAGNIE DES SIGNAUX Systémes d'information - France

COMPUTER AND AUTOMATION RESEARCH INSTITUTE Hungarian Academy of Sciences (MTA SZTAKI)
CONSIGLIO NAZIONALE DELLE RICERCHE (CNR) Italy

DATAMAT Ingegneria dei Sistemi S.p.A. - Italy

HELSINKI INSTITUTE OF PHYSICS Finland

IBM UNITED KINGDOM LIMITED

INSTITUT DE FISICA D'ALTES ENERGIES (IFAE) Barcelona - Spain

ISTITUTO TRENTINO DI CULTURA (IRST) ltaly

KONRAD-ZUSE-ZENTRUM FUR INFORMATIONSTECHNIK  Berlin - Germany
ROYAL NETHERLANDS METEOROLOGICAL INSTITUTE (KNMI)
RUPRECHT-KARLS-UNIVERSITAT HEIDELBERG Germany

STICHTING ACADEMISCH REKENCENTRUM AMSTERDAM (SARA) Netherlands
SWEDISH NATURAL SCIENCE RESEARCH COUNCIL (NFR) Sweden

The objective of the project is to enable next generation scientific exploration which requires intensive com-
putation and analysis of shared large-scale databases, from hundreds of TeraBytes to PetaBytes, across
widely distributed scientific communities. We see these requirements emerging in many scientific disci-

plines, including physics, biology, and earth sciences. Such sharing is made complicated by the distributed
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nature of the resources to be used, the distributed nature of the communities, the size of the databases and
the limited network bandwidth available. To address these problems we propose to build on emerging com-
putational Grid technologies, such as that developed by the Globus Project to:

. establish a Research Network that will enable the development of the technology components
essential for the implementation of a new worldwide Data Grid on a scale not previously attempted;

o demonstrate the effectiveness of this new technology through the large-scale deployment of end-to-
end application experiments involving real users;

. demonstrate the ability to build, connect and effectively manage large general-purpose, data inten-
sive computer clusters constructed from low-cost commodity components.

These goals are ambitious. However, by leveraging recent research results from and collaborating
with other related Grid activities throughout the world, this project can focus on developments in the areas
most affected by data organisation and management.

The three major thrusts of this activity are:

. computing fabric management, including network infrastructure, local computing fabric (cluster)

management, and mass storage management;

. data grid services to provide workload scheduling, data movement, and Grid-level monitoring ser-
vices;
o technology demonstration and evaluation using scientific applications in three major disciplines -

high energy physics, earth observation, biology.

The structure of the programme of work is as follows:

Five sub-projects (work packages): Grid Workload Management, Grid Data Management, Grid
Monitoring Services, Fabric Management, and Mass Storage Management, will each develop specific well
defined parts of the Grid middleware.

The Testbed & Network activities will integrate the middleware into a production quality infrastruc-
ture linking several major laboratories spread across Europe, providing a large scale testbed for scientific
applications.

Three scientific work packages - High Energy Physics, Earth Observation Sciences, and Biology - will
adapt existing applications to use the Data Grid software, and demonstrate them operating on the succes-
sive releases of the testbed - with a focus on testing the quality as well as the functionality and performance

of the system.
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